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Introduction

The flux of paper as legaleans to assure that informatiopassed to a person become
ratified thru signatures have beeusedfor a long but as personal computers popularity grows,
which proportionate more efficient modes to process inforrt, the claim for a new manner also
flexible and reliable that is compatible with the expansive demand of documentsntost be
checked and ratified comes along with the desire of reducing the impact of our actions over
nature.

Scenario
Environmental:

Every year the United States consumes 50 million ton of paper, that's equivalent to more
than 850 million Trees, wheyouthink about itin a globalwaythose numbers are even greater.

Even with the growingoreoccupationwith the environment, less than halbf all the
produced paper is recycled and the paper flsatommonly called recycled is composedyoim
30% of reused material.

The process by which the paper is obtained causes great environmental inipacthe
Trees dismatling and due to the pollution created and the use of other resimes as energy and
water, let's take for example the prodtion of 1 ton of whie paper, it consumes during
manuacture about 1375KWH of energy, plus 50 cubic meters of water and about 30 trees, as a
result it generats 400kg of carbon dioxide and uses a large variety ibfitamt che mical products.
The list of substances that are diluted in water during that process includes chloride or chloride
dioxide, sulfur, caustic soda, oxygen peroxide and sodium hypothlancluding dioxins, which
are toxic, persistent and have the capacity of accumulate theraselv animal organismsd\ot to
mention the millions of acres of fertile land used to sow eucalyptus looking forward to utilize them
on the industry, which could be beetr used to sow foodstuff.

Researches show that every office prints monthly average 1200 pages, of which 44.5% have
a life cycle of less than 24 hourbost of those documents are printed merely for review since
almog all the documental storages madeelectronicallythese days. Furthermore we can consider
the environmental impact caused by the transportation obgle documents between subsidiasie
or company branches

Initially people assumed that the usage ofmgmiters would diminish theuse of paper,
nevertheless that hope was frustrated atide easiness of printing caused a substantial increase in
the usage of paperachieving the mark of 115 billion pounds of printed paper yearly.

Technological:

The traditional methods of file storage are centralizedpther words, it is necessary to use
a powerful hardware that can store files and respond the requests of data trafrsi@rall the
clients linked to it. If the server goes down this centralizatioh limit the readiness of the files,
and when the number of simultaneous requesiacreaseghe access speed is harmedl.powerful
hardware and the commercial solutions that manage this centralization are expensive, and this
hardware becomes obsolete in little time with the fast evolution of the currentitmtogies. To
provide those serviceshe server need electric power not just to stay powered on, but altm
maintain thenecessary refrigerated atmospherBesides thaits physical size requests a place to
be located.
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An alternative way taclientserverfile storage is the peeto-peer ¢ P2P¢ networks. This
networking technologyprovidesthe decentralizationby sharing resources, supplying bandwidth,
storage space and computing power to the system, otherveidd@ing a client doesn't mean that
the data tansfer for all the other usersvill be compromisedthe opposite, a new client increases
the capacity of the whole system.

Moreover the distributed nature of the P2P networks increases the readiness of the shared
files, decreasing the probability of fait defeat of files that are replicated to the others "peers”.

Hermes

Hermesis a solution built on top of the -box 4300. Itpropitiates aless bureaucratic,
quicker, faster and safeflux of documents on théusiness environmentin addition it makes the
process more reliablanexpensive and easier to the user. Thru a decentralized file sharing system
using peeito-peer tedinology and validating the documents withdigital certificationmethod,
the use of eletronic documents become the most intuitive @matural manner to work, move and
acquire signatures into organizational daily documents.

Due to the ease of use and agility conquered with documenthenitcation which was
made with signatures in paper, therinting of documents is discouraged aiming decrease the
employment of paper for pnting. In a large scale thisomd cause a significative reduction of
paper consumed andonsequentlyless paper will be produced, less lpthnts will be dumped,
less water used ankss trees will be takedown.

All this thanks to a low cost and smart system, easy and quick to dephashwvorks
transparently to the user, running intna-box connected into network.

The EBox 4300 is small, its cost is very low if compared with a powerful hardware, needs
little electric power to operate, doesn't need a refrigeratedvironment canbe puted easily on
top of a table or rack. For these characteristics this device was chosen to shelter the Hermes' core.

Hermes' objective is to carry out thiasks that normally neegrinted documents as
financial reports, memos,costs spreadsheets and other documents that need to maldata
available with consistence and authenticity. Asd Hermes is a sharing tool whose focus is not
collaboration but trustworthy document transit.

Using a local web server that is running the e-box, it is possible configurthe e-box thru
a web browser from any computer on thetranet. On this interface i§ possibleo manage the
user’s permissions levels on sharing, reggisg valid digital ceificates that willbe used to control
the acess to the shared document.

Beng a Plug n"Play devicas soon as connected Hermesready to receive information
about shared documents and indeg those documents usingiserdefined tags to make them
accesgble to others usersrunning the client application the network.This client application
consists in a Windows service that manages files and requisitions, and a Microsoft Offioe add
which provides a usdriendly interface.

The local network ardtecture doesn’t need to be adapted to install and run Hermes,
becausdt works as anetwork specialispeer, controlling the network uses sharediles. On aP2P
network this node isommonlynamedsuperpeer.

A Typicakcenario of use for the Hermes sotut would be a company of medium size with
several @spersed branches in a country mrgion, in whichthe circulation of printed documents
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for review, authentication or bureaucratimterns of the company are commpnvhere there is a
hierarchical order inwhich the conmunication among the hierarchical degrees is accomplished
usually through signature, and that uses the Microsoft Office suite to generate their documents.
Due to his simple implantation in wdh is only required t@hysicallyconnect the Herras
hardwareinto the company’s network and later to install in each one of the work stations an client
application, theuser when generating or seeing a file can sign it with his signature through digital
certification and/or share it with any memberof the company through hierarchical levels
configured that allow or deny their access to the documents in agreement withdéstificate of
the user that requests the document. All this in a natural and intuitive way.

Hermes connected in another network
a Label )
o Hermes
& Personal Computer
6 User
«  Local network comunication

_*  Peer-to-Peer comunication
LAM or VPN comunication

Shared documents

g Digital certificate

Johnhasa report that needs Paul's
signature to be approved. Througthe
addon installed in Microsoft Office 2007

—xg " _ Ringo- he shares this report, alerting Hermes that
: Paul should sign it. When Paul executes
Figurel t Hermes overview Microsoft Office application with the add

on, it will exhibit an alert informing that a
sharad document needs his signature.

We can see in the Figure 1 that George and Ringo are executing the same process that John
and Paul, but they're in a advanced step. Geomgeived an alert informing thathere isa file
shared by Ringo and he will visualithis spreadsheet, heavill sign the fileand Hermes will
automatically sendhe signed file to Ringo updating the spreadsheet by the newer version with
the George's signature.

When shared, the document is
signed with the user's digital certificate
that generated it(in the two examples of
the pictures, the report was generated by
John and the spreadsheet by Ringo).

George visualized the spreadsheet
shared by Ringo, added his signature and
alert Hermes with the Microsoft Office
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Figure2 - Digital Certificate



